Staying safe online
in a social networking world
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“

Never before has a
generation so diligently
recorded themselves

accomplishing
so little

“

The world of Social Media
and the internet
The world of Social Media a lifeline to some and a minefield for others. Someone asked me a question
were people nastier in your day or not? My response things haven’t really changes what has is the
amount of platforms I can be nasty on. In my day you had to send a letter, call a house phone if you
had one, call you names in the street or spread lies about you amongst your friends. Now I can post,
tweet, like and block, I can reduce, bully and expose not only to you but to the hundreds of faceless
friends. The pressure to conform and fit in, to reflect the social stereo type and be like everybody else
has never been greater.
As parents we can feel embarrassed about not understanding their world, am I spying or intruding?
It is very easy to feel like the whole thing is getting away from you so better for everyone if we just stick
our heads in the sand and hope it goes away. If our kids don’t tell us there are any issues then there
wont be any...
We have put together this simple guide to understanding some of the Social Media platforms, the
pitfalls and the safety guidelines. This is by no means a comprehensive list and for many the advice is
the same, due diligence is the key wrapped in good old fashioned communication. Talk to your kids
you never know you just might learn something.

The good the bad and the ugly:
Never forget
Social media and the internet as a whole has a vast array of fantastic uses and avenues to explore.
It is so easy to throw the baby out with the bathwater and miss the universal benefits each platform
can bring. Yet to counter balance that, not all that glitters is gold - having an understanding of it’s uses
will give the power back to you the user, parent or guardian. Hey you never know, it might even keep
you safe, when a Nigerian prince with £10,000,000 comes knocking looking to deposit it into your
personal account.

What is Facebook
Facebook is a social networking website and service where users can post comments, share
photographs and links to news or other interesting content on the Web, play games, chat live,
and even stream live video. Shared content can be made publicly accessible, or it can be shared
only among a select group of friends or family, or with a single person

Key Features of Facebook
•

Facebook allows you to maintain a friends list and choose privacy settings to tailor
who can see content on your profile.

•

Facebook allows you to upload photos and maintain photo albums that can be shared
with your friends

•

Facebook supports interactive online chat and the ability to comment on your friend’s profile
pages, sometimes called “walls,” in order to keep in touch, share information or just to say “hi.”

•

Facebook supports group pages, fan pages and business pages that let businesses use Facebook
as a vehicle for social media marketing.

•

Facebook’s developer network delivers advanced functionality and monetization options.

•

Facebook Connect allows websites to interact with Facebook and allows Facebook to be used as a
universal login authentication service.

•

You can stream video live using Facebook Live.

Staying safe on Facebook - The Dangers
The more people that use a social network, the higher chance there is that some of them will be
dangerous. Seeing as Facebook is the world’s most popular social network, and it’s so easy to connect
with people, there are many dangers to be aware of.
Grooming: Unless they take proper precautions, your child might be at risk of being contacted by
sexual predators. Often these predators pose as other children in order to befriend kids, then build
up a trusting relationship. Once this is established, the predator might convince them to send explicit
photos of themselves, or to meet up in person where they can abuse them.
Oversharing: Unless they’re taught the dangers, children could play into predators’ hands by
oversharing photos of themselves. There’s also the danger of the child being exposed to explicit
content.
Cyberbullying: But the danger isn’t only from strangers. Your child is at risk of being cyberbullied by
people in their peer group, and being subjected to peer pressure to do or say things they otherwise
wouldn’t. Internet Matters has a wealth of information about cyberbullying.

WARNING!
Social network websites can be hazardous if you don’t change the default settings!
Start with the “5 Tips” below then configure your Facebook account with the suggested Privacy and
Security settings in this guide. These settings should be your “baseline”.
Adjust them based on your own needs and level of risk.

5 Tips for Using any Social Network
1)

Set appropriate privacy and security defaults and choose a complex/unique password
for your account.

2)

Be careful installing third-party applications.
Don’t install applications from sources you don’t trust.

3)

Only accept friend requests from people you know directly.

4)

Read the privacy policy and terms of service carefully. Limit personal information you share.

5)

Be careful what you post.  Consider all information and pictures you post as public!

Control Your Default Privacy
These settings can be found by clicking the arrow on the top right then click Privacy Settings.
This should be set to Friends and will apply to status updates and photos you post to your profile.

How You Connect:
The following settings are under How You Connect then by selecting Edit Settings:
•

Who can look up your profile by name? – Everyone*

•

Who can send you friend requests? – Everyone

•

Send you Facebook messages? – Everyone

•

Who can post on your Wall? – Friends

* You can limit who can find you while still being social if you set this to Friends of Friends.

How Tags Work:
Click on How Tags Work and select the following settings:
•

Profile Review – Set to On

•

Tag Review – Set to On

•

Maximum Profile Visibility – Friends

•

Tag Suggestions – Set to Off

•

Friends Can Check You Into Places – Set to Off

Apps and Websites:
Select Edit Settings under Apps and Websites under the Privacy Settings page. These settings apply to
applications, games and websites.

Apps you use:
This section shows applications you have installed and when you last used them. You can also remove
specific applications or remove yourself from all applications completely. This is the Turn off all
platform apps setting. Note: If you turn off Platform, you’ll be disconnected from all applications and
websites you have authorised. This will also remove all of your application data and settings related to
those applications.

What applications can access:
Facebook applications by default can access anything you share as Everyone including all of your
default “public” information. Public information on Facebook is defined as your name, profile picture,
gender, networks, username and user id (account number).

How people bring your info to apps they use:
Facebook applications your friends install can view your public Facebook information and anything
you have set to Everyone. In addition, anything you select in this section will be viewable by your
friend’s applications. We suggest you uncheck all of these boxes.

Instant personalisation:
Under Instant Personalization you should uncheck the box to Enable instant personalization on
partner websites. This allows your public information to be automatically shared with certain
third-party websites. To prevent your friends from sharing any of your information with an instant
personalization partner, you also need to block the applications.

Public Search:
Deselect the check-box under Public Search. Enabling this setting allows anyone to search for your
profile and any information you have set to Everyone with an Internet search engine like Google.

Other Important Settings:
Limit the Audience for Old Posts on Your Profile.
This is a kill switch to change all past public posts to Friends. Only use this if you feel you need to.

Facebook Ads shown by third party applications:
This controls how your information can interact with ads We recommend removing yourself from both
of these options. These settings are located under Account Settings -> Facebook Ads Tab. Set both of
these settings to No one.
Enable Secure Browsing (https) and Login Notifications Account Settings-> Security-> Enable Secure
Browsing (check the box) and the box for Login Notifications. For additional security check the box
for Login Approvals and enter your mobile number. Facebook will send a SMS code to your phone
that you use when signing-in in addition to your password. Set a Security Question for added security
under Security Settings as well.

Blocking and Creating Friend Lists:
Blocking is a nice feature in Facebook if you need to prevent someone from trying to communicate
with you. Be careful, if the person you are blocking has an application installed, that application could
potentially pull private information about you to the person you blocked!  Be sure to review your
applications settings. You can select people you want to block under Privacy Settings and Blocked
People and Apps.
Creating lists and putting your friends into specific groups or categories is also great idea to limit
some of your information. For example, you could have co-workers in one group and family members
in another. Once you have lists created you can exclude those lists from viewing certain things in
your profile.  You can make these exclusions under How You Connect -> Who can see Wall posts by
others on your profile under the main privacy page.
To create Lists, go to Account -> Edit Friends then select All Connections on the left side.  

Profile Information:
Your profile information is set by clicking on Profile near the upper right side of the main Facebook
page then clicking on the Info tab, and finally Edit Information. Note: Facebook now links your
personal interests to Facebook Community Pages.  Be careful, this means your interests are
automatically public once you become a fan of that page!
Use caution when setting your profile information!  
We recommend that when putting information in your profile you consider the following:
1)

Don’t show your real birthday. Use a fake birthday instead. Birthdays are sometimes used as
a means to verify your identity and could be used against you.

2)

Use extreme caution when posting your phone numbers, address and work information.
Even something as simple as political or religious views could be used against you or in a way
you didn’t approve of.

For example, what if a future employer found your Facebook profile and didn’t like your views on a
particular subject? What if your current employer found your profile? What would they think?
3)

Watch the pictures that you post!  Sure, those pictures of you drunk at that awesome party were
cool but think about if those pictures made their way out to the entire Internet? Remember, your
friends can still copy your photos and save them outside of Facebook.

4)

We advise not posting information about your current employer.
However, several factors should influence this decision:

Your risk level, the business you are in, and how your employer might perceive you and other
employees letting the world know you work for them. Consult your employer and any social media
policies that your employer may have for more information.
Finally, treat everything you post as public information!
Even with the privacy settings in this guide all information you post and pictures you upload can find
it’s way outside of Facebook or used for a purpose you didn’t approve of!

Social Media Golden Rules:
•

“Don’t Talk To Strangers”

•

“Don’t gossip”

•

“Don’t criticise”

•

“Don’t volunteer your opinions”

•

“Don’t post any form of nudity”

•

“Don’t waste time unless it’s productive”

•

“Think before you Friend”

•

“Think before you Share”

•

“You are liable for posts or even re-posts”

•

“Contrary to what people say, you are being watched”

•

“Private is the only security you have”

•

“With Friends is USELESS because you’re linked to Friends of Friends etc. GOT IT!

•

“Finally, Search (Google, Bing etc) Yourself on the Internet to see what you find about yourself”
If you don’t like what you see then go a fix it!

Snapchat
What is Snapchat?
Snapchat is a mobile app and is hugely popular with teens and young adults. Because it is a mobile
app it only works on mobile and you download it from the App store (Apple phones) or the Google
Play store (Android phones). When you download the app and you register an account it can then tell
by looking at your phone’s contact list which of your friends are on snapchat. You can then request to
connect with your friends and you can send invites to anyone else in your address book to connect
with you on snapchat.

In essence, the app allows you to
•

Take a photo (Or a 10 second vide0)  and then add text or drawings / doodles to the image.
It’s a fun way of sending a message instead of a boring text message.

•

You can then send the snap to a friend or group of friends and it will self destruct within a set
period of time (Between 1 – 10 seconds). The image then disappears forever (well, sort of).

•

Your friend can then reply with another image / message or they can simply instant message
you back.

•

The other option is to post the photo to “Your story” where all your snapchat friends will be
able to see the photo for 24 hours before it self destructs.

What age is it suitable for
You need to be aged 13 to sign up for Snapchat. However, many teens sign up for it giving a bogus date
of birth. Snapchat launched a version of the service for kids younger than 13 called “Snapkidz”.
It basically allows them to take the photo, add the drawings and doodles but they cannot then send it
to anyone.

Why Do Kids like using it?
•

It is a fun way to send a message. Why just send a text message saying   “I’m bored” when you can
send a selfie of yourself making a stupid face and a drawing / doodle saying “I’m bored”.
It’s a fun and creative way to liven up a text message

•

They share photos of themselves pulling  funny faces, random  things that  they see,
funny photos of their pets.

•

The fact that the photo disappears so quickly means they can share something stupid or
something that makes them look stupid without them having to worry that they are going to
be made fun of. It is a “no pressure” alternative to the permanence of Facebook and Twitter
where whatever they post stays around forever.

•

Some kids love it because it isn’t possible for parents to monitor their messages .
All messages and images shared in the app disappear and cannot be viewed by a parent who
picks up the phone. Also, if you have parental monitoring software on the phone it cannot monitor
what is shared on Snapchat.

•

Parents can see images that the teen has been tagged on in Facebook and Instagram but
Snapchat images that are sent directly to someone (not shared to all contact via the “Story”)
are not visible to parents.

What dangers do parents need to be aware of?
1. Sexting
Even though Snapchat has been associated with “sexting” in the news, the vast majority of kids are
not using Snapchat for that purpose. If your child is using Snapchat it is wrong to assume that they are
“sexting”. However, sexting does happen amongst teens and it is something that you should be aware
of as a parent.
•

Many parents think that sexting involves 2 people sending either risqué or explicit text messages
to each other. However, sexting more typically involves people taking;

•

Selfie photos / videos of themselves either in their underwear or in the nude. Lots of these images
existing on the internet where teenagers take the shot facing the bathroom mirror and these are
referred to as either nude selfies, mirror selfies or underwear shots.

•

Photos of their breasts or genitals

These photos are then typically sent to the persons boyfriend or girlfriend and usually sent either by
text message or via a messaging service such as Whats App, Kik messenger or Snapchat. Studies done
in Ireland, the UK and the US indicate that a significant percentage (60%) of teenagers are being asked
to take images of themselves with many going on to take images or videos of themselves (40%) and
then between 20% – 25% actually sending the images on.
Some teens do use Snapchat to send explicit selfies to a boyfriend / girlfriend because;
a)

The images are not saved on the phones image folder where they could be discovered
by a parent.

b)

The self destruct feature gives a sense that the image won’t be saved or shared.
This is a false sense of security however because;

•

The person who receives the explicit image can take a screen-shot and save it to their phone.
(The sender will be notified if a screen-shot has been taken.)

•

There are lots of apps available that integrate with Snapchat and allow the recipient to easily save
the image before it self destructs. An example is an app called Snap Save.

2. Cyber Bullying
Social media is increasingly being used by bullies to torment victims and the main social networks
that are used, because of their sheer size, as Facebook and Twitter. View our digital parenting guide to
cyber Bullying

However, Snapchat is also being used by cyberbullies in the following ways:

1. Because the message disappears
Because the message and therefore the evidence, disappears within 10 seconds it is a perfect medium
for bullies. For the victim is adds to the torment because they cannot show their parents the message
and how they are being bullied.

2. Using images to bully
Bullies often send images of ugly animals with text comparing the victim to the animal or if they can
take embarrassing photos of the victim they then send them to a large group on Snapchat – again,
knowing that the image will disappear.

3. Feeling excluded
Many kids deliberately post photos to their “Story” of themselves doing activities or at a party with
their friends, in part to show who is there and who was not included. For the person who is being
bullied / excluded from the group this compounds their feeling of exclusion.

Staying Safe:
Manage your settings: Snapchat’s privacy settings are important to understand. The default “My
Friends” setting only allows users to send and receive media from users they have added to their
friends list. We recommend that any minor using Snapchat continues to use this setting.
Personal information: Remind your kids to be careful about sharing any personally identifiable
information. Information like phone number, home address, financial and medical information should
never be shared.
Saving Snaps: Even though Snaps aren’t saved by default, it’s always possible for the creator to save a
Snap before sending it or for a viewer to take a screen-shot. One can even take a picture of the screen
with another camera or use other tools to save a copy. So it’s important to remind kids to never send
Snaps that are illegal, could get them in trouble now or in the future, or would be embarrassing if seen
by people like grandparents or college admissions officers.
Protect passwords: Like all services, make sure your kids have a strong and unique password that they
don’t share with anyone. If someone has their password, it’s possible for them to impersonate them or
to compromise their account.
Block another user: Snapchat allows users to block someone from sending them Snaps.
Report abuse: If anyone receives inappropriate photos or someone’s harassing him or her, contact
Snapchat’s Safety team.
Delete the account: You can delete your child’s account by going to https://accounts.snapchat.com/
accounts/delete_account as long as you have the username and password. If you wish to delete the
account without your child’s username and password, you can submit a deletion request at

Instagram

What is Instagram
Instagram is a social networking app made for sharing photos and videos from a smartphone.
Similar to Facebook or Twitter, everyone who creates an Instagram account has a profile and a news
feed. When you post a photo or video on Instagram, it will be displayed on your profile. Other users
who follow you will see your posts in their own feed. Likewise, you’ll see posts from other users whom
you choose to follow.
Pretty straight forward, right? It’s like a simplified version of Facebook, with an emphasis on mobile
use and visual sharing. Just like other social networks, you can interact with other users on Instagram
by following them, being followed by them, commenting, liking, tagging and private messaging.
You can even save the photos you see on Instagram.

Staying safe on Istagram - 5 key rules
1. Privacy Settings
There are privacy settings on Instagram that allow you to determine who follows you. With privacy
settings, sending out a request is the only way to become a follower of someone. This way is a lot safer
than having a public profile because only those who you approve to follow you can see your pictures.
Privacy settings also keep away unwanted followers because everyone who wants to follow you has
to go through your dashboard and be approved by you. Without Privacy Settings on, it isn’t only your
followers who can see your picture. Anyone can search your profile and find your pictures and profile if
you don’t have Privacy Settings on.

2. Profile Appearance
Some people who are either oblivious or think they are invincible to online harassment or tracking
often have their profile picture set to one of their face. This can be dangerous because if your first
name and (at extreme times) your last name are on your profile, creepy people can easily do a Google
search and find where you live, your age, what school you go to, where you work, your parents, your
spouse, your current location. They can do all of this with only your first and last name. This goes
for any social networking site, but especially one with the option for pictures like Facebook and
Instagram. My recommendation is not to use a picture of yourself for your profile.

3. Location Share
There is a feature on Instagram where you can share the location of where you took the picture. If you
choose this setting, you can tag your picture to anything you want, but if you click on that location
once the post is up, the app brings you to a map and a small dot exactly where you were when you
took the picture, down to a grid. To ensure safety, turn off location settings on the app in the settings
on your i-whatevers.

4. Following and Followers
As I mentioned in tip #1, with the Privacy Settings on, people can follow you without having to be
approved. (You can block someone once you’ve accepted them).
If you do an excess amount of “Following” it can be bad. You could look like an attention getter and
you’re putting yourself on someone else’s radar by following them. More following leads to more
followers. This can lead to more people seeing you and anything you put out there. The worst part
is that someone watching could be a 40 year old man faking as a 15 year old girl. You never know on
the Internet.
5.

Ask Your Parents to Help You

If you’re on Instagram, whether you are a twelve year old or a teenager, make sure that you reach out
to your parents to help keep you safe. One way is they can check your account. Ask them to check the
photos and comments as well as the amount of followers you have. (After you taught them how!)
If they see something that she doesn’t like, you have to take it down. This helps you to think before
you post, it helps you to judge what I should be posting or what you should keep to myself.
Having your parents check your device might be annoying or make you feel like you’re being
controlled. You may dislike it for a while, but if something is wrong, it’s better to have your parents
know about it and have them there to help you.

What is Sarahah?
The NSPCC has released guidelines to help you keep your child safe whilst using Sarahah:
Talk to your child regularly about what they are doing on Sarahah. Let them know they can come to
you or another trusted adult if they’re feeling worried or upset by anything they have seen. Explore the
site with your child. Understand why they like using Sarahah and make sure they know what they can
do to keep themselves safe.
Agree rules about what’s okay and what isn’t when using sites, apps and games. You can use our
Family Agreement template to help you get started. Manage your technology and use the settings
available to keep your child safe. Sarahah is a new social app which allows users to send one another
anonymous messages. It was designed as a workplace feedback tool, so colleagues could send one
another honest feedback. Since its release in June, it’s become incredibly popular, with over 15 million
people using the app worldwide.

“Honesty”
Sarahah means “honesty” in Arabic. The app is based on the idea that people are more likely to be
honest if they are anonymous, but the idea of being ‘anonymously honest’ seems to have a far broader
appeal than just in the workplace. Teenagers and young people are using the app to leave messages
for one another, especially as it’s become possible to link your Sarahah account with other social
networks like Snapchat.
Unfortunately, where there’s anonymity, there’s a potential avenue for cyberbullying; in recent years,
apps like Yik Yak and PostSecret were shut down due to malicious posting.

Keeping your child safe when using Sarahah
If your child is persistent about wanting to use the app, you should speak to them about the potential
dangers and how to use it safely.
As with all social media, it’s best for your child to have a private profile. When they register, they will
have created a username and added a profile photo. Make sure that they opt out of having their name
and profile picture appear in the app search.
They should also opt out of receiving messages from unregistered users.
Sarahah allows you to share your profile via a link but this should only be done in private spaces
like WhatsApp, email, or private social media accounts. This way, your child will know who they are
inviting to comment.

Sexting
What is Sexting?
Sending a sexual text, image or video can be dangerous if shared with the wrong person. Once you
send a message, you’re not in control of what happens to it. Even if it’s posted online we can help.
When people talk about sexting, they usually mean sending and receiving:
•

Naked pictures or ‘nudes’

•

‘Underwear shots’

•

Sexual or ‘dirty pics’

•

Rude text messages or videos.

•

They can be sent to or from a friend, boyfriend, girlfriend or someone you’ve met online.

•

Sexting can easily happen. Things can go wrong – even when you didn’t mean for them to.

What you need to know about sexting:
•

Once you send a message you can’t control what happens to it

•

Don’t let someone guilt or pressure you into sending a sex text

•

If you’ve sent a nude pic, have an honest conversation with the person you sent it to.
Ask them to delete it

•

If an indecent or nude pic of you is posted online, you can contact the website directly or make
a report online to try and get it removed.

Healthy and unhealthy relationships:
Relationships can be confusing. Especially if you really like someone but they do things you’re not
comfortable with.
So think about what feels right for you. And remember - always #listentoyourselfie.

Understanding a confusing relationship:
•

Being in a new relationship can make you feel excited, happy and in control. It’s normal to enjoy
getting compliments, feeling special and safe or like you’ve got more confidence.

•

Relationships can often change and it can be hard to know when things are starting to go wrong.

•

Relationship abuse can be an ongoing thing or only happen once. The controlling or threatening
behaviour could be physical, sexual, emotional, financial or psychological - by affecting you
mentally.

Saying what you want:
•

You have the right to say how you feel and to be respected. Consent in relationships is about
feeling in control and saying yes or doing things because you choose to, not because someone is
pressuring you to.

•

If someone is pressuring you to have sex, do something sexual, dangerous or violent,
this is wrong.

•

If you ever feel unsure, unsafe or get that sick feeling in your tummy, it could mean you’re
not comfortable with what’s happening.

•

Being in an unhealthy relationship can mean that you’re being exploited or abused.
And this is never OK. So it’s important to listen to yourself. And get support at any time.

Is your body trying to tell you something?:
Often when something doesn’t seem right, your body reacts by:
•

Your heart beating faster

•

Sweating more or feeling hot

•

Finding it harder to breathe

•

Feeling uneasy or tighness in your tummy

•

Having a dry throat

•

Dizziness or feeling like your head is spinning

•

Feeling stiff and tense.

Signs of grooming
Grooming:
The signs of grooming aren’t always obvious and groomers will often go to great lengths not to be
identified.
If a child is being groomed they may:
•

Be very secretive, including about what they are doing online

•

Have older boyfriends or girlfriends

•

Go to unusual places to meet friends

•

Have new things such as clothes or mobile phones that they can’t or won’t explain

•

Have access to drugs and alcohol.

In older children, signs of grooming can easily be mistaken for ‘normal’ teenage behaviour, but you
may notice unexplained changes in behaviour or personality, or inappropriate sexual behaviour for
their age.

Things you may notice:
If you’re worried that a child is being abused, watch out for any unusual behaviour.
withdrawn - suddenly behaves differently - anxious - clingy - depressed - aggressive problems sleeping - eating disorders - wets the bed- soils clothes - takes risks - misses school
changes in eating habits - obsessive behaviour - nightmares - drugs alcohol - self-harm
thoughts about suicide

How grooming happens:
Grooming happens both online and in person. Groomers will hide their true intentions and may spend
a long time gaining a child’s trust. Groomers may try to gain the trust of a whole family to allow them
to be left alone with a child and if they work with children they may use similar tactics with their
colleagues.

Groomers do this by:
•

Pretending to be someone they are not, for example saying they are the same age online

•

Offering advice or understanding

•

Buying gifts

•

Giving the child attention

•

Using their professional position or reputation

•

Taking them on trips, outings or holidays.

Online social networks:
Groomers can use social media sites, instant messaging apps including teen dating apps, or online
gaming platforms to connect with a young person or child.
They can spend time learning about a young person’s interests from their online profiles and then use
this knowledge to help them build up a relationship. It’s easy for groomers to hide their identity online
- they may pretend to be a child and then chat and become ‘friends’ with children they are targeting.

Groomers may look for:
•

Usernames or comments that are flirtatious or have a sexual meaning

•

Public comments that suggest a child has low self-esteem or is vulnerable.

•

Groomers don’t always target a particular child. Sometimes they will send messages to hundreds
of young people and wait to see who responds.

•

Groomers no longer need to meet children in real life to abuse them. Increasingly, groomers are
sexually exploiting their victims by persuading them to take part in online sexual activity.

Cyberbullying

Tips to Stop Cyberbullying:
Don’t respond: If someone bullies you, remember that your reaction is usually exactly what the bully
wants. It gives him or her power over you. Who wants to empower a bully?
Don’t retaliate: Getting back at the bully turns you into one and reinforces the bully’s behaviour. Help
avoid a whole cycle of aggression.
Save the evidence: The only good news about digital bullying is that the harassing messages can
usually be captured, saved, and shown to someone who can help. You need to do this even if it’s minor
stuff, in case things escalate.
Talk to a trusted adult: You deserve backup. It’s always good to involve a parent but – if you can’t – a
school counsellor usually knows how to help. Sometimes both are needed. If you’re really nervous
about saying something, see if there’s a way to report the incident anonymously at school.
Block the bully: If the harassment’s coming in the form of instant messages, texts, or profile
comments, do yourself a favour: Use preferences or privacy tools to block the person. If it’s in chat,
leave the “room.”
Be civil: Even if you don’t like someone, it’s a good idea to be decent and not sink to the other person’s
level. Also, research shows that gossiping about and trash talking others increases your risk of being
bullied. Treat people the way you want to be treated.
Don’t be a bully: How would you feel if someone harassed you? You know the old saying about
walking a mile in someone’s shoes; even a few seconds of thinking about how another person might
feel can put a big damper on aggression. That’s needed in this world.
Be a friend, not a bystander: Watching or forwarding mean messages empowers bullies and hurts
victims even more. If you can, tell bullies to stop or let them know harassment makes people look
stupid and mean. It’s time to let bullies know their behaviour is unacceptable – cruel abuse of fellow
human beings. If you can’t stop the bully, at least try to help the victim and report the behaviour.

What can parents do?:
1.

Keep the computer in a common area of the home: Do not allow it in your children’s bedrooms.
Monitor their online usage.

2.

Learn how various social networking websites work: Become familiar with Facebook, MySpace,
and Twitter. Ask your children if they will show you their profile pages.

3.

Talk regularly and specifically with your children about online issues: Let them know they can
come to you for help if anything is inappropriate, upsetting, or dangerous.

4.

Build trust with your children: Set time limits, explain your reasons for them, and discuss rules
for online safety and Internet use. Ask your children to contribute to establishing the rules;
then they’ll be more inclined to follow them.

5.

Tell your children not to respond to any cyberbullying threats or comments online: However,
do not delete any of the messages. Instead, print out all the messages, including the e-mail
addresses or online screen names of the cyberbully. You will need the messages to verify and
prove there is cyberbullying.

6.

Don’t overreact by blaming your children: If they are being bullied, be supportive and
understanding. Find out how long the bullying has been going on and ensure that you’ll work
together to find a solution. Let your children know they are not to blame for being bullied.

7.

Don’t under-react by telling your children to “shrug it off” or just deal with the bullying:
The emotional pain of being bullied is very real and can have long-lasting effects.
Don’t tease them about it or respond with a “kids will be kids” attitude.

8.

Don’t threaten to take away your children’s computers if they come to you with a problem:
This only forces kids to be more secretive.

9.

Talk to your school’s guidance counsellors so they can keep an eye out for bullying during
the school day.

10. If there are threats of physical violence or the bullying continues to escalate,
get law enforcement involved.

Practical Tips for Social Media
Practical tips to help minimise the risks your child might face:
Ask them to show you which social media apps they use and what they like about them:
Talk about how they use them and what makes them so engaging.
Explain: how you can use privacy settings to make sure only approved friends can see posts & images.
Check if any of their apps have ‘geo-location’ enabled: sharing their location unintentionally.
Show them: how to report offensive comments or block people who upset them.
Check ‘tagging’ settings: so that when others are posting or sharing photos online, your child’s
identity is not revealed. Also, get people‘s consent before sharing photos.
Encourage your child: to come and talk to you if they see anything that upsets them.

Keep talking and stay involved:
People may: not always be who they say they are online: how can this create problems?
Why is it unwise: to meet anyone in the real world that you’ve only ever met online?
Even if you think your messages are private: remember that words and images can always be
captured and broadcast.
People present themselves differently online: are they really look like that?
Are they always having that good a time?
Be aware that screens: and especially being anonymous, can lead people to say things they
wouldn’t say to someone’s face.
What does being a good friend: and a likeable person online look like?
There can be pressure: to be part of a particular group online or to be seen to be following a certain
set of ideas. How can you take a step back and make your own decisions?

Parent Guide

Staying safe at home - Parents
Keep your eyes on your wee Web explorers at all times: Yes, this means sitting directly next to or near
your child each and every time he navigates the jungle otherwise known as the Internet. So always
have the family computer in an open access environment not locked away in their bedroom.
Teach them to keep private info private: Always insist that your kids never reveal their real names
(first, last, or imaginary) or where they live, go to school, hang out or play. The same rule goes for
any other personal and confidential information. Repeat this rule often even if they kick and scream
and roll their eyes. While you’re at it, tell them not to share your personal information or their
siblings’, either.
Take advantage of your browser’s parental controls: The majority of Internet browsers (including
Mozilla Firefox, Google Chrome, Safari and Internet Explorer) have an Internet options folder where
you can easily set up security safeguards and content filters for language, nudity, sex, and violence.
Or skip the filter fiddling and only allow your kids to use squeaky clean browsers created just for kids.
Chaperone your child’s every online chat: If you allow your kids to IM chat with online friends, make
sure they are their actual, real friends “from real life,” not strangers, child predators, or identity thieves
masquerading as friends. Help kids create personal identity-proof chat room nicknames (and online
Club Penguin or other virtual kid world memberships) that don’t contain their real names and other
private data. Always keep your eyes glued to their chat activity - or don’t let them chat at all!
Install mature content filtering software: Such as Net Nanny play content cop. The software
automatically wipes out lurking pornographic, violent, or otherwise sketchy online content surprises.
With Net Nanny’s remote management tools, you can even see (and alter) what your kids see and do
online when the babysitter’s in charge. Ditto for the sitter’s online activity, too. ...The power!
Don’t let your kids shop online without you including apps! You’d be surprised how quickly kids can
memorise (or write down and hide) your debit and credit card numbers, all-important 3-digit security
codes included. If you do let them buy something online, enter your financial data yourself when your
mini-me isn’t standing behind you.
Know your online game ratings: Only let your children play age-appropriate games on gaming
web sites that list ratings for every game, or limit your kids to MiniClip’s E for Everyone selection.
So much of the gaming content is aimed at over 18’s and it’s so easy for them to click the button that
states you are over that age. Just keep in mind it’s over 18 for a reason.

Stay the course: The hardest part of supervising your child’s Internet exposure and activity comes
after you make the rules. You must following through, even when you’re talking, texting, tweeting,
cooking dinner, and playing “World of Warcraft” all at the same time.

Remember, what your kids do online is entirely up to you, mums and dads.
Protect them the best you can. Set the boundaries and be willing to talk and expand them as
your kids get older and have demonstrated levels of trust.

Kids Guide

Staying safe at home - Kids
Relationships

The average 12-15 year old has 272 social network friends

Experience

60% of teens have been asked for a sexual image or video of themselves

Behaviour

19% of 12-15 year-olds prefer to watch YouTube than TV
Be your own person: Don’t let friends or strangers pressure you to be someone you aren’t. And know
your limits. You may be internet savvy, but people and relationships change, and unexpected stuff can
happen on the internet.
Be nice online: Or at least treat people the way you’d want to be treated. People who are nasty and
aggressive online are at greater risk of being bullied or harassed themselves. If someone’s mean to
you, try not to react, definitely don’t retaliate, and talk to a trusted adult or a friend who can help. Use
privacy tools to block the meanies.
Think about what you post: Sharing provocative photos or intimate details online, even in private
emails, can cause you problems later on. Even people you consider friends can use this info against
you, especially if they become ex-friends.
Passwords are private: Don’t share your password even with friends. It’s hard to imagine, but
friendships change and you don’t want to be impersonated by anyone. Pick a password you can
remember but no one else can guess. One trick: Create a sentence like “I graduated from King School
in 15” for the password “IgfKSi15.”
Read between the “lines”: It may be fun to check out new people for friendship or romance, but
be aware that, while some people are nice, others act nice because they’re trying to get something.
Flattering or supportive messages may be more about manipulation than friendship or romance.
Don’t talk about sex with strangers: Be cautious when communicating with people you don’t know
in person, especially if the conversation starts to be about sex or physical details. Don’t lead them
on – you don’t want to be the target of a predator’s grooming. If they persist, call your local police or
contact CyberTipline.com.

Avoid in-person meetings: The only way someone can physically harm you is if you’re both in the
same location, so – to be 100% safe – don’t meet them in person. If you really must get together with
someone you “met” online, don’t go alone. Have the meeting in a public place, tell a parent or some
other solid backup, and bring some friends along.
Be smart when using a cellphone: All the same tips apply with phones as with computers. Be careful
who you give your number to and how you use GPS and other technologies that can pinpoint your
physical location.
Don’t measure your own life based on what others post: People typically post happy photos and
stories online and don’t usually share their boring or sad moments or unflattering photos. Don’t
assume that others have better lives than you do, based on what they post.

Parental Control & Monitoring
Apps for Smartphones
MamaBear:
One of the mainstays in the industry, MamaBear functions as a private and secure family
communication center. Once installed on your kids’ devices, the app sends updates on social media
activity, monitors texting, and offers location sharing and alerts when your teen may be speeding.
The text monitoring is only offered on Android devices and costs extra.
Otherwise, the app is free to use; MamaBear offers an ad-free version for $15/month.
Pros - monitors social media, texting, and provides location sharing
Cons - text monitoring only available for Android at additional cost
Compatibility: Android - iOS (limited)
Phonesheriff:
While Phonesheriff is one of the pricier options out there for parental monitoring apps at $89/year
for just three devices, it’s also among the best reviewed. The app has a slew of functionality that’s all
controlled from a relatively easy-to-use administrator dashboard. This includes limitations on app
usage, time usage, browsing, and texting, along with location tracking. You can even set up profanity
filters and alerts for certain keywords.
This dashboard can take some practice to get used to and even then, it offers almost too many
monitoring options. Phonesheriff is available on iOS and Android, but iOS users will need to jailbreak
their phone before using the app and Android users will need a rooted device in order to take
advantage of all features, such as SnapChat monitoring.
Pros - easy-to-use dashboard, app usage limitations
Cons - expensive, almost too many monitoring options
Compatibility: Android (rooted) - iOS (jailbroken)

Norton Family Premier:
With a name that’s become synonymous with online security software, it’s no surprise that Norton’s
parental monitoring app is one of the best on the market. Offering location tracking, a digital curfew,
monitoring, and a simple dashboard, Norton Family Premier not only covers mobile devices but PC
use as well.
A relatively low annual fee of $50 covers up to ten devices, which you can set profiles for so one child’s
rules would apply across multiple devices. The biggest downside is that there is no support for MacOS
and the iOS version only monitors browser activity.
Pros - industry standard, low price
Cons - no support for Apple products
Compatibility: Android - iOS (extremely limited)
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